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THEY SAID1 COULD BECOME
ANYTHING

IR

/"/)

|

_S0 1 BECAME

£l

Domain Controller

The first image macro using the phrase was a PTSD Clarinet Boy
derivative which read, "They told me | could be anything | wanted,

y .~
so | became a God." The source image came from the single topic MEME MEME, MEME"I
blog Awkward Family Photos in July of 2009. y -

imgflip.com



https://knowyourmeme.com/memes/single-topic-blogs
https://knowyourmeme.com/memes/single-topic-blogs
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Vincent LE TOUX / @mysmartlogon

- J@»
Head of CERT ENGIE CNGIC

CEO of « My Smart Logon » (smart card & windows
authentication)

CONTRIBUTIONS
Author of Ping Castle (https://www.pingcastle.com)
(few) Contributions in Mimikatz
Smart card (GIDS applet, OpenSC, OpenPGP ....)

Link:
https://github.com/vletoux/

About us

Benjamin DELPY / @gentilkiwi

French Central Bank (Banque de France)
Research & Development Security Centre (CRDS)

Security Kiwi researcher at night BANQUE DE FRANCE

EUROSYSTEME

AUTHOR OF MIMIKATZ
This little program that | wrote to learn C
And kekeo, for personal usage ;)

Not related to my real work (personnal dev.)

Link:
http://github.com/gentilkiwi/
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DCSync’s history

My first badge
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< Synchronization Service Manager on DCO1

File Tools Actions Help

iﬂ Operations Q—‘j Connectors %ﬂ Metaverse Designer {y_ Metaverse Search

Connectors
Name | Type | Description | State
mecsmiab.com - AAD Windows Azure Active Directory (Microsoft) Idle & Create
_MCSMLab.com | Active Directory Domain Serviees | 3 Properties
] Delete
] Confiqure Run Profiles
] Run
] Stop

<] Export Connectar
<] Irnport Connector
<] Update Connector

2 e o A tool named DirSync ; ancestor of FIM
e — 2] B Search ComnecorSpace  Read or write to LDAP repository

Profile Name: Export User Name: MCSMLABVAAD_75fd157b21a6

StepType:  Goor Paron:  DC-WCSHLab D0<om * Plugin aware and written in c#

Start Time:  3/4/2016 4:08:42 PM End Time: 3/4/2016 4.08:42 PM Status: success
Export Statistics Connection Status
Adds ] DCO1.MCSMLab.com:383 success
Updates ] = - .
Renames 1] o
o g Just reverse the AzureAD plugin !
clete 5
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C# code Compilled C dll

Call « Do RPC call to

DrsGetNCChange » ;

Get data via
DrsGetNCChange

Decrypt attribute I

589914
\

Do SHA2(value) Basically the NTLM
hash of the user

Demo hash retrieval from

Hash a password

Pazsword to hash :
Password ToHash!1!!
Hashed password :

Get Hash via DRS

Domain to query

test mysmartlogon.com

Domain controller to queny

WIN-PGAHIZECIBE test mysmartlogon com

Hazsh

lzemamea

CMN=Guest CN=Users, DC=test DC=mysmartlogon, ...
CM=min CN=Users, DC=test, DC=mysmartlogon.D...
CN=Kimbery Hinson ,CM=Users DC=test, DC=mys...
CMN=wrongAccount2,CMN=Users, DC=test, DC=mys ...
» CN=wrongAccount1,CN=Users, DC=test, DC=mys...
CMN=wrongAccount6,0U=TestOlU DC=test DC=m._..
CN=wrongAccount 7,0U=TestOLU DC=test DC=m...
CN=wrongAccourt5,0U=TestOU DC=test DC=m...

Hash
no hash definied
D2F05D32BFCIA3TBEI0E2C1AFAD389AB
J1DECFEDD16AES31B73CE3D7EOCORICD
J1DECFEDD16AES31B73C53D7EOCOEICD

J1D6CFEDD16AES31B73CEID7EOCORSCD 1/1/1601 12:00:00 AM

J1DECFEOD16AES31B73C53D7EOCOE3CD
J1DECFEDD16AES31B7ICE3D7EOCOE3CD
J1DECFEDD16AES31B73CESD7ENCORSCD

PwdLast Set -
1/1/1601 12:00:00 AM
6/21/2014 9:19:29 FM =
1143042014 4.02:50 P
1/1/1601 12:00:00 AM

1171601 12:00:00 AM
1171601 12:00:00 AM
1/1/1601 12:00:00 AM -~

UL

b
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DCSync 1.0 "S**c me I'm famous" (Aug

1

3% .
3k -

Benjamin DELPY "gentilkiwi’
Vincent LE TOUX

http://blog.gentilkiwi.com
http://www.mysmartlogon. com

jam

- 3%

“3h 3

- A B B .
*

T

I W

3t
3% <
3
3

'Administrateur’ will be the user account
'"Tab.local' will be the domain

'dec.1ab.local’ will be the main

server

Administrateur
‘ : Administrateur
1A ' . : 30000000

[Account expiration 01/01/1601 02:00:00
IPassword last change : 04/08/2015 22:12:26
lObject Security ID : -S=1-
lobject Relative ID 00
ICredentials:
Hash NTLM:
ntim- O:
ntim- 1:

ntlm

Im -

Im -

8598569e787aa23cbf15e9b0f00695b3
8598569e787aa23chbf15e9b0f00695b3
19821b02ad68192b76dc0fc5a549ca99
cc36cf7a8514893efccd332446158b1a
142ced774b52cb30e57Fd080143145df
777c6825d5¢c3841f629a2c181ac01679

{Supplemental Credentials:
|* Primary:Kerberos-Newer-Keys
Default Salt LAB.LOCALAdministrateur
Default Iterations 4096
Credentials
aes256_hmac (4096)
aes128_hmac (4096)
des_cbc_md5 (4096)

2

73bt0a426cedd8a3
§22543ecd4cb62346

DCS

5 2015 00:46:23)

in@gentilkiwi.com )

letoux@gmail.com )
(ce.eo)

5-21-130452501-2365100805-3685010670-500

a3bSb3aada9218acd882920bd0e83ac0754
21164748a44f767e

Nncis born

THEY TOLD ME 1 GOULD
BEANYTHING I ,?'J\%HTEII

) Benjamin Delpy @

#DCSync is dead, long live the DCSync function in #mimikat:

Can use a domain admin *token®

= nith o com oent



blgc’:k hat

USA 2018




L.

black hat

USA 2018

| want to push !

My second badge
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&/ mimikatz 2.1.1 x64 (oe.e0)

st /old:faadfalccefcf48d6abbdfofb2bcb864 /newpassword:simplepass

Problem: we have only the former hash
with DCSync !

ofb2bcb864
7aa69d234ccf7

0-3995574561-1929513183

Solution: use the NT4 SAM api
implemented in 1sadump: : setntlm
and 1sadump: : changentlm (not
subject to complexity rules ©)

rvcharly.nirvana.local /user:test ord:simplepass /new:faadfalccefcf48d6abbdfofb

7aa69d234ccf7
bdfefb2bcb864

3353634010-3995574561-1929513183

Side effect: supplementalCredentials
(kerberos AES key removed ®)

https://github.com/vletoux/NTLMInjector
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[MS-ADTS]:

Active Directory Tech

cal Specification

Intellectual Property Rights Motice for Open Specifications Documentation

*  Tachnical Documentation. Microsoft publishes Open Specifications documentation ("this
documentation”) for protocols, fils formats, dsta portability, computer lsnguages, and standsrds
support. Additionally, overview documents cover inter-protocol relationships and interactions.

= Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other

at are contained in the terms of use for the Microseft website that hosts this
documentation, you can make copies of it in order to develop implementations of the technologies
that are described in this documentation and can distribute portions of it in your implementations
that use these technologies or in your documentation as necessary to properly document the
mplementation. You can also distribute in your implementation, with or without madification, any
schemas, IDLs, or code samples that are included in the documentation. This permission alsa
applies to any documents that are ref in the Open Specifications decumentation.

* No Trade Sacrets. Microsoft does not claim zny trade secret rights in this documentation.

Patents. Microsoft has patents that might cover your implementations of the technologies

described in the Open Specifications doecumentation, Neither this notice nor Microsoft's delivery of

this documentation grants any licenses under those patents or any other Microsoft patents.

However, 3 given Open Speci ns document might be covered by the Microsoft Oen

ifications Promise or the Community Promize. If you would prefer a ten license,

orif the technologies described in this :lucu'nen(a( on are not covered by the Open Specifications

Promise or Community Promise, as applicable, patent licenses are avzilable by contacting

I

* License Programs. To see all of .he p—moca s in scope under a specific license program and the
associated patents, visit the
* Trademarks. The names of companies and products contained in this documentation might be
covered by trademarks or similar intellectual property rights. This notice does not grant any
For a list of Micreseft trademarks, visit

Fictitious Names. The mple companies, organizations, products, domain names, email
addresses, logos, people, places, and events that are depicted in this documentation are fictitious.
No association with any real company, organization, product, domain name, email address, logo,
person, place, or event is intended or should be inferred.

Reservation of Rights. All other rights are reserved, and this natice does not grant any rights other
than as specifically described above, whether by implication, sstoppsl, or otherwiss.

Tools. The Open Specifications documentation does not require the use of Microsoft programming
tools or programming environments in order for you to develop an implementation. If you have access

programming tools and environments, you are free to take advantage of them. Certain
Open Specifications documents are intended for use in conjunction with publicly available standards
specifications and network programming art and, as such, assume that the reader sither is familiar
with the aforementionad materizl or has immedizte access to it

Support. For questions and support, please con

1/625
[MS-ADTS] - v20171201

Active Directory Techmical Specification

Copyright & 2017 Microsoft Corporation

Release: December 1, 2017

ldea: support the « DCS

1) Register as a server replica

e Create the structure in
CN=Configuration (LDAP +
DrsAddEntry)

e Add SPNs to the computer
account

2) Trigger the replication
* Waiting for connexion
playing with admin

tools)

ReplicaSync require a
topology modification

* Well, ReplicaAdd does
and triggers a replication

A
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Thanks to Victor Kerr (@victor_kerr) for the DCShadow name

YOU GET A DG AND YOU GET A DG

Demo

EVERYONE GETS A DG!
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Having fun with replication

My third badge

Second 't"lass

Scout Tenderfoot
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a normal DC will push
WITHOUT LOGGING

Example:

Change the primary group as 519
(member of the Enterprise admin

group)

What does your own DC?

only a DC will prepare
WITHOUT LOGGING

Example:

add the Enterprise admin
group SID in the SIDHistory
attribute

are partial changes
WITHOUT LOGGING

Example:

Pushing an HASH as the old
password hash without
changing the current HASH
of the account nor the last
password change date
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... and a crazy Nikhil Mittal @nikhil_mitt

o
PS C:\>
PS C:\> Set-DCShadowPermissions ops-userl?2

You can modify ACL on the ActiveDirectory to allow non-domain admins to DCShadow
ALL YOU NEED

labuser

Y i ARNIEG: This script must be run with Domain Administrator privileges or equivalent permissions. This is not a check but a
= M, = reminder.
ERBOSE: Modifying permissions for user labuser for all Sites in CN=Sites,CN=Configuration,DC=o0ffensiveps,DC=com
ERBOSE: Providing labuser minimal replication rights in DC=offensiveps,DC=com
ERBOSE: Providing Tlabuser Write permissions for the computer object CN=0PS-USER12,0U=StudentMachines,DC=o0ffensiveps,DC=com
to be registered as Fake DC
: Providing labuser Write permissions for the target object CN=0PS-USER19,CN=Computers,DC=0ffensiveps,DC=com

The Solution
L 4

Now, how does DCShadow help? Try the below commands to set ACL of the
AdminsDHolder to turn off the enhanced auditing:

\/ mimikatz # lsadump::dcshadow
fobject:"CN=AdminSDHolder,CN=5ystem,DC=offensiveps,DC=com”

Nikhil does not seem to Iove Logs /attribute:ntSecurityDescriptor

Bingol No logs for turning off logging. Of course, | cannot show you no logs P But
we can see the new SACL:

https://github.com/samratashok/nishang/blob/master/ActiveDirectory/Set-DCShadowPermissions.ps1
https://www.labofapenetrationtester.com/2018/05/dcshadow-sacl.html
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Playing in GOD mode

My fourth badge

S'cout Tendeffoot Second blass
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What differenciate a creation from
an update ?

 Basic push replication with:
 WhenCreated

* InstanceType =4 (WRITE)

‘ ’
imgflip.com - —y

* Has to respect mandatory
schema attributes !
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 For normal objects

| .

Live Deleted

i |

t@s Active Directory Explorer
(= B <default domain = [WIN-PGAHI2ECIBE. test.mysmartogon. com]

m, CM=Configuration,DC =test,DC=mysmartiogon,DC=com
5‘3 DC=DomainDnsZones,DC=test,DC=mysmartiogon,DC=com
jfj DC =ForestDnsZones,DC =test,DC =mysmartogon,DC=com
CI CN=5chema, CN=Configuration, DC =test,DC=mysmartiogon,DC =com
=

-2 CH=Builtin

tl CM=Computers

=27 CN=Deleted Objects

- CN=test?DEL: 15c09dc0-07ce-4aa2-8 2de-45cbb 706f58b

CN=testContactDEL: 39ab86 18-d3fd-410c-b627-64b651043540
il OU=Domain Controllers
:I CM=ForeignSecurityPrincipals
D CN=Infrastructure

Optional

Recycled

> Physically deleted

When object deletion date
> delay

See: msDS-
deletedObjectLifetime and
tombstonelifetime

22

#BHUSA
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Objects can be still present if the deletion is not propagated !

Wide area network (WAN) connections are unavailable for long periods. For example, a
domain controller onboard E{crui:ae ship]maf,f be unable to replicate because the ship is at
sea for longer than the TSL. T S

-

- 2 x
e (huret
R ki) 9 - ” T armove 23
Pty X {
" e v
e (X
I:|EI 4m 53 e s e

Object is deleted Object is still present e . |

: 1

Lingering object liquidator
https://www.microsoft.com/en-
us/download/details.aspx?id=56051
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DC2

DCShadow §

Stepl: declare the object as lingering Step2: Use this DC
and remove iton 1 DC propage the change

Event 1937, ActiveDirectory_DomainService e

General | Details| General | Details

Internal error: An Active Directory Domain Services error has occurred.

Active Directory Domain Services has begun the removal of lingering objects on the local demain

controller. All cbjects on this domain controller will have their existence verified on the following Additional Data
source domain controller. Error value {decimal):
a7 |
Source domain controller: Error value (hexg . . .
37¢56747-f68b-4847-9ac3-32230bd cecSd,_msdcs.test.mysmartlogon.com c Problem: the AD verify that the object was

s deleted for a certain time

Objects that have been deleted and garbage collected on the source demain controller yet still
exist on this demain contreller will be deleted. Subsequent event log entries will list all deleted
objects.
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* For dynamic objects

. Y .
Live Deleted Recycled Physically deleted

Attribute Syntax Count  Value(s)

[uy] DirectoryString 1 dybnamic2

distinguishedname DN 1 CMN=dybnamic2,CN=Users,DC=test,DC=mysmartogon, DC=com .

dSCorePropagationData GeneralizedTime 1 1/1/1601 1:00:00 AM W h e n tl m e >

instanceType Integer 1 4 .

name CirectoryString 1 dybnamic2 (0] bJ e Ct TT L

nTSecurityDescriptor NTSecurityDescriptar 1 D:AI(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO; ;DAY (A ;LCRPLORC; ;AL (A ¢

objectCategory DN 1 CMN=Person,CN=5chema,CM=Configuration, DC=test,DC=mysmartlogon,DC=ct

objectClass QoID 5 top rson,‘nrganizaﬁonalperson;cnntact

objectGUID OctetString 1 [AFBSFB20-99 17405 7-A3E6-20 FFOFCCABAAY

2 ot Notepd E= Eon

B

[# File Edit Format Yiew Help

dn: CN=dybnamic2,CN=Users,DC=Test,DC=mysmart]logon,DC=com .
changetype: add

nbjectc ass: contact

objectClass: dynamicobject

25
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© L Modify Attribute B =

‘_@rmimika-iz 11 0a {_ﬂe T | | ) | ]

=% Objects = -

Property: |u:ubjeu:tCIass i |

Syntax: oD ﬂB: CH=wronguserd,.CN=Users  DC=test ,DC=mysmartlogon,.DC=com

Dynamic ohject
obhjectClass (2.5.4.8-8 rev 1>:
Value 1.2.848.113556.1.5.9

(07080288 >
top Active Directory Explorer &J] 2.5.6.7

person | (B7000100>
organizationalPerson %égégagaa)
user "o . Unable to update attribute: %égégiiégil'1466'131'119'2

2.5.6.8
{AB0aa168a>
msDS—Entry-Time—-To-Die (1.2_.848.113556.1.4.1622-90656 rev B>:

2019-02-17
(Bf f7791203080008 >

A constraint viclation occurred.

% Starting server

Add... || Modify.. T REmove |

> BindString[A]1: ncacn_ip_tcp:WIN-1MLHMZRAF4U[58481 1
> RPC hind registered

> RPC Server is waiting?
== Press Control+C to stop ==

cMax0Objects = 18688

cMaxBytes : BxB0alBBbe

ulExtendedOp: @

DNG 5814 & So1-6°31 4amo144719 9949538635 2046571719
N . . pHC->8id : g 94— _ _
Tra nSformlng the Object tO dynamlc pNC->Hame : DC=test . DC=mysmartlogon,.DC=com

SessionKey: 3414c?5880389851hfa3db2hf4lbce2Bc?1652c6547d8880c422VF28127F?f1cl

MS-ADTS 6.1.7 DynamicObject Requirements L BBe hind tnpeqistered
3 R Bamten stopped.

m

mimikatz #
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Demo

g
”
Mg g

-

WBat I'm doing

w

|’/have noidea

‘? o,
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Playing with AD metadata

My fifth badge

Scout Tenderfoot Secondb.lass Firé Class
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Troubleshooting Active Directory Common problem:
Replication Problems

- Object A with different property values
— depending on the DC

Active Directory replication problems can have several different sources. For example, Domain Name System

[DNS) problems, networking issues, or security problems can all cause Active Directory replication to fail. - Eve nt I Ogs

The rest of this topic explains tools and a general methodology to fix Active Directory replication errors, For

a hands-on lab that demonstrates how to troubleshoot Active Directory replication problems, see TechMet
Virtual Lab: Troubleshooting Active Directory Replication Errors,

The following subtopics cover symptoms, causes, and how to resalve specific replication errors:

® Fixing Replication Lingering Object Problems (Event IDs 1333, 19388, 2042) YO u n ee d to u n d e rSta n d Wh at d I d h a p pe n ed
® Fixing Replication Security Problems I n t h e p a St

T ——————— s the value the latest one ?
m— Which DC did pushed the change ?
When did the change occurd ?

# Replication error 8614 The Adtive Directory cannot replicate with this server because the time since the
last replication with this server has exceeded the tombstone lifetime

# Replication error 8524 The D5A operation is unable to proceed because of a DNS lookup failure

& Replication error 8456 or 8457 The source | destination server is currently rejecting replication reguests

el o e s e - Did you know debugging replication requires
S SN e e A s et s S from MS support collection of |Isass.exe
® Replication error 5 Access is denied dump ?

# Replication error -21468%3022 The target principal name is incorrect
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X8

01 00 00 00 00 OO OO0 00 1% 00 00
00 00 00 00 01 00 00 00 BO BE SD
AB B8R FS5 B7 E1 ER 5D 41 BA CF FD
8C &0 02 00 00 00 OO0 00 5C &0 OZ
03 00 00 00 01 00 00 00 B0 B& 5D
LB BAL F5 B7 E1 ER 5D 41 BA CF FD
8C &0 02 00 00 00 00 00 SC &0 02
Zx 00 00 00 01 00 00 OO0 B0 BB 5D
AB B8R FS5 B7 E aD 41 B2 CF FD
3C &0 0Z 00 00 00 00 00 SC &0 02
01 00 02 00 01 00 00 00 BO B& SD

[]a}
[1)=1

ao
0B
48
{ula]
0B

oo
[1)=1

als]
a3

ao
o3
Fe
[a]s}
a2z

ao
a3

Octet String Attribute Editor
Attribute: FeplPropertyMetaDatal \
Value format: |Hexadeamal
Value:

{as]
{as]
24
oo
[als}
24
oo
oo
24
oo
{as]

{a]
{a]
cD
oo
oo
CD
{au]
oo
cD
{a]
{a]

(o]
(o]
SE
a1}
[als}
SE
(o]
[ali}
SE
oo
(o]

I

Ok

Cancel

Collect metadata

Collect metadata
\\ via LDAP

Multi-valued String Editor
msDS-ReplAttibuteMetaData

Value to add:

Values:

REFL_ATTR_META_DATA><pszAttribute R
<DS_REFL_ATTR_META_DATA><pszAttribute
<DS_REPL_ATTR_META_DATA><pszittribute
<DS_REPL_ATTR_META_DATA><pszittribute

AN

Show only attributes that have values

Show only writable attributes

Show attributes:
Mandatory
Optional

Show read-only attributes:
Constructed
Backlinks

System-cnly

7 Idaps//WIN-PGAHIZECIBE test. mysmartlog

Connection View Options  Utiliti Help
Add child Ctrl+4 \ BultSetsPerConn; MaxNotificationPerConn; MaxVaRange; -
reent;
Delete Ctrl+D
Madify Crle M E-NNEGO; EXTERNAL; DIGEST-MDS;
Modify DN Ctrl+R
0=0id
res o Search Ctrl+5
Virtual List View
Authy
Compare
Extended Op
GetlastError Org.Time/Date
0 Security ¢ -66804 2015-06-26 12:20:48
3 Replication 3 Wiew Metadata 5804 2015-06-26 12:20:48
2a B A et oS804 2015-06-26 12:20:48
2000 Process Pending d-Bacf-fd46f524cdge 155804 2015-06-26 12:20:48
2000 - - rrrr———-B3 ¢ f- fd46 624 cdSe 155804 2015-06-26 12:20:48
2000d 1 S8aab-eae1-419d-Bacf-fdd6fE2dcdde 155804 2015-06-26 12:20:48
20118 1 b7fS8aab-eas1-419d-Bacf-fdd6fo2dcdde 155804 2015-06-26 12:20:48
90001 1 b7fS8aab-eas1-419d-Bacf-fdd6fo2dcdde 155804 2015-06-26 12:20:48
s0008 4 b7fS8aab-eae1-419d-Bacf-fdd6fo2dcdde 10 2015-06-26 12:20:48
s0010 1 5 b7fS8aab-eae1-419d-Bacf-fdd6fE24cdSe > 2015-06-26 12:20:48
90019 1 b7{S2aab-eas1-419d-2acf-fd46f524cdle 5 2015-06-26 12:20:48
90037 2z 155806 b7fS2aab-eac1-419d-2acf-fd46624cde 06 2015-06-26 12:20:43
90040 1 155805 b7f58aab-eac1-419d-Bacf-fd467624cdSe 05 2015-06-26 12:20:43
9005a 2z b7{58aab-gae1-415d-Bacf-fd46f624cdde 06 2015-06-26 12:20:43
90058 1 b7{58aab-gae1-415d-Bacf-fd46f624cdde 05 2015-06-26 12:20:43 L
90060 3 b7{58aab-gae1-415d-Bacf-fd46f624cdde 08 2015-06-26 12:20:43 3
90062 1 b7{58aab-gae1-415d-Bacf-fd46f624cdde 05 2015-06-26 12:20:43
9007d 1 b7{58aab-gae1-415d-Bacf-fd46f624cdde 07 2015-06-26 12:20:43
90052 1 b7{58aab-gae1-415d-Bacf-fd46f624cdde 155804 2015-06-26 12:20:48
9005 1 b7{58aab-eae1-415d-Bacf-fd46fB24cdde S 2015-08-28 12:20:48
900a0 1 155805 b7f58aab-eas1-419d-Bacf-fd46/624cdle 5 2015-08-28 12:20:43
900dd 1 155804 b7{58aab-eael-419d-Bacf-fd45/624cdle 1“804 2015-06-26 12:20:43
9012e 1 155804 b7{58aab-eael-419d-Bacf-fd45/624cdle 155804 20115-08-28 12:20:48
90280 1 155804 b7fS8aab-eael-418d-Bacf-fd46fB24cdle 155804 2015-06-26 12:20:48
9030e 1 155804 b7fS8aab-eael-418d-Bacf-fd46fB24cdle 155804 2015-06-26 12:20:48

Parses object Metadata

.com/DC=test DC=mysmartlogon,DC=com

<0 _BEPI_ATTH META_DATA:<pszAftrbute
== (&) [_META_DATA:<pszAttribute
META_DATA=<pszAttribute

m

_META_DATA=<pszAttribute
_META_DATA»«<pszitribute
_META_DATA»«<pszitribute
_META_DATA=<pszAtribute
_META_DATA=<pszAtribute
_META_DATA=<pszAtribute
_META_DATA=<pszittribute =

|2

A

NUM

ER Administrator: C\Windows\system32\cmd.exe

nt2,CN=llsers, DC=test .DC=nysmartlogon, DC=com

25 entries.
USH

Attribute

155834
1 objectClass

Default-First-Site—Name WIN-PGAHI2ECISE

i cn
155804
1 givenName
155834
instanceTly
155834
1 whenCreated
155804
1 displayName
155804
1 nTSecurityDescript
155804

nane
155818
4 userficcountControl
155805
1 codePage
155805

Pud
Default-First-Site—Name \WIN-PGAHI2ECISE
1 logonHours

155806
2 unicodePud
1558085
1 ntPudHistory

Default-First-Site—Name WIN-PGAHI2ECISE

3 pwdLast8et

Default—First-Site—Name“WIN-PGAHI2ECISE

1 primaryGrouplD
155837
1 zupplementalCreden
155884
1 obhjectfid

Default-First-Site—Name\WIN-PGAHI2ECISE

1 accountExpires
155805

Def;ult—FiP“t—Site—Nane\HIN—PGRHIZECISE

Default-First-Site—Name“WIN-PGAHI2ECISE
Default—Fir“t—Site—Nane\HIN—PGHHIZECISE
Default First-Site—Name\WIN-PGAHI2ECISE
Default-First—Site—Nane\WIN-PGAHI2ECISE
Default—First— Site Nane“WIN-PGAHI2ECI8SE
Default-First- Slte Name“\WIN-PGAHI2ECI8E
Default-First-Site—Name“WIN-PGAHI2ECISE
Default-First-Site—Name“WIN-PGAHI2ECISE
Default-First—Site—MName\WIN-PGAHI2ECISE
Defaﬁlt —First—Site—Name“\WIN-PGAHIZECISE

Default-First—Site—Nane\WIN-PGAHI2ECISE
Default-First-Site—Name\WIN-PGAHI2ECISE
Default—First- Site Name “\WIN-PGAHI2ECI8E

Default-First— Slte Name “\WIN-PGAHI2ECISE

Default—First—Site—Name\WIN-PGAHI2ECISE

Originating DSA Org.USH Org.TinersDate

1558604
1558604
1558604
155804
155884
155884
1558684
1558604
155810
155865
155865
155886
155885
1558686
155865
155868
155865
1558087
155884
155885
1558685

2015-86—26
2015-06-26
2015-06—26
2015-06-26
2815-86—26
2015-86—26
2015-86—26
2015-86—26
2015-06-26
2015-06—26
2015-06-26
2815-86—26
2015-86—26
2015-86—26
2015-86—26
2015-06-26
2015-06—26
2015-06-26
2815-86—26
2015-86—26
2015-06—26

12:20:48
12:
12:20:48
12:20:48
12:20:48

=48

12:20:48
12:20:48
12:
12:20:48
12:20:48
12:20:48

=48

12:20:48
12:20:48
12:
12:20:48
12:20:48
12:20:48

=48

12:20:48

Collect metadata
via RPC
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The history of a modification

403166 403166
Default-First-Site-Name\WIN-PGAHI2ECIS8E  b7f58aab-eael-419d-8acf-fd46f624cd9e \ > WHO ?
403153 403153
01/06/2013 12:23 01/06/2013 12:23
26 26
description \ g \ Get DC name
\ \ N\ \
\ \ \, Get DC log or

What
Pushed cind of When ? network
by the indo What connection to the

? :

remote data : value ? DC at that time

DC
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Playing with schema

My sixth badge

Scout
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* So you add a new mandatory
attribute ...

SCHEMA =SS
UPDATE = ===

—mx - e g

-— —

 Remember « cruise ship unable
to replicate » ?
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MS-ADTS 3.1.1.2.1

For example, here is a value of schemalnfo:

OxFFEOx00 0x00 Ox07 OxC7g0x20 0x79 Ox92 OxE6 Ox84 0xBo OxF6 Ox40 O0x99 Ox47 Ox21 Ox8B OxCS OxEOQ OxF1 OxF3

After a schema change is done on the schema master, the following is the new value:

OxFFEOx00 Ox00 Ox07 OxCE0x20 0x79 0x92 OxE6 Ox84 OxBb OxF6 Ox40 0x99 Ox47 0x21 Ox8B OxC9 OxEQ OxF1 OxF3

* To avoid schema conflict when replicating, a signature is added at each
message

 Signature changed at each schema update with version and DSA Guid of
the DC + date of the change via replication
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Detecting DCShadow

« We are being hacked ! »



L.

black hat |
USA 2018 s DCShadow really undectable ? e

* Two key points:

* Should workstations emit « DC Ill}sm\lmw
e

like » traffic ?

* Do you control DC promotion ? | ,/fg
- A
* In short: 2R /
* Network traffic anomaly vn“ SI'IAI_I. “lrr Pnss !
* Events relative to server replica, imgfip com

SPN...
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Audit Detailed Directory Service Replication Just monitor Directory Replica operations

0 07/02/2012 - (© 2 minutes to read

Applies To: Windows 7, Windows Server 2008 R2

This security policy setting can be used to generate security audit events with detailed tracking information about the data that is replicated
between domain controllers. This audit subcategory can be useful to diagnose replication issues.

<

[ Event volume: These events can create a very high volume of event data. <€ ]

[ Default: Mot configured J

If this policy setting is configured, the following events are generated. The events appear on computers running Windows Server 2008 R2 or
Windows Server 2008,

Event ID Event message
[ 4928 An Active Directory replica source naming context was established. ]
[ 4929 An Active Directory replica source naming context was removed.]
4930 An Active Directory replica source naming context was modified. https://dOCS.microsoft.com/en_
4931 An Active Directory replica destination naming context was modified, US/p reV|Ous-Ve rS|OnS/W| ndOWS/|t-
4934 Attributes of an Active Directory object were replicated. pI"O/WI ndOWS'Se rve F-ZOOS-RZ-B nd'

4535 Replication failure begins. 2008/dd941628(V=WS-10)

4936 Replication failure ends.

[ 4937 Alingering object was removed from a replica. ]
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DRSUAPI 306 DsBind request

DRSUAPT 258 DsBind response o ) )
DRSUAP T DsAddEntry request Modifying CN=Configuration
DRSUAPT 258 DsAddENTry response (the nTDSA object)
DRSUAPI Dsunbind request

194 psunbind res
258 DsBin
258 DsBin

DRSUAPI d request
e ¥ Ep——— Trigerring the replication

UP 466 DRSUAI_IDD request

DRSUAPT 134 DsReplicaupdateRefs request

DRSUAPI : DsReplicaupdaterefs response
DRSUAPT 194 DsUnbind request

DRSUAPT 04 DsuUnbind response

But the most important is to monitor RPC Opnum 3 (DRSGetNCChanges), because used in both DCSync & DCShadow!

Check https://github.com/shellster/DCSYNCMonitor or some AV



https://github.com/shellster/DCSYNCMonitor
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DSTime Computer DSUserSid DSDomainName DSUserName DSObjectType DSObjectName DSStatus Logon_ID LogenTime AuthenticationPackageName Source_Workstation Source_Port
06/02/2018 19:28:53 dc.lab.loca NONE_MAPPED LAB SilverTicketUser domainDNS DC=lab,DC=loca success 0x2db530 06/02/2018 19:28:53 Kerberos 192.168.0.148 3250
06/02/2018 19:26:21 dc.lab.local NONE_MAPPED LAB GoldenTicketUser domainDNS DC=lab,DC=local success 0x2cde0f 06/02/2018 19:25:06 Kerberos 192.168.0.148 3247
06/02/2018 19:25:06 dclab.loca NONE_MAPPED LAB GoldenTicketUser domainDNS DC=lab,DC=loca success 0x2cde0f 06/02/2018 19:25:06 Kerberos 192.168.0.148 3247
06/02/2018 19:22:26 dc.lab.local LAB\Administrateur LAB Administrateur domainDNS DC=lab,DC=local success 0x2c3d31 06/02/2018 19:22:26 Kerberos 192.168.0.148 324
1819:09:12 dc.lab.loca LAB\Administrateur LAB Administrateur domainDNS DC=lab,DC=loca success 0x11500e 1816:40:28 Kerberos 192.168.0.148 3228
18 16:40:28 dc.lab.loca LAB\Administrateur LAB Administrateur domainDNS DC=lab,DC=local success 0x11500e 06/02/2018 16:40:28 Kerberos 192.168.0.148 3228
18154526 dc.lab.loca LAB\Administrateur LAB Administrateur domainDNS DC=lab,DC=loca success 0x248469 06/02/2018 15:10:13 Kerberos 192.168.0.148 1041
06/02/2018 15:33:50 dc.lab.local LAB\Administrateur LAB Administrateur domainDNS DC=lab,DC=local success 0x248469 06/02/2018 15:10:13 Kerberos 192.168.0.148 1041
06/02/2018 15:10:13 clab.loca LAB\Administrateur LAB Administrateur domainDNS DC=lab,DC=loca success 0x248469 06/02/2018 15:10:13 Kerberos 192.168.0.148 1041
4
t"
i
|l 1
1
.|| ’l |'y Iil hl I' ~
I '] I ;' | I, |
| il M| " il | \ | |
PN w | )
14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00
sam. juin 2 dim. juin 3
2018

Check https://gist.github.com/gentilkiwi/dcc132457408cf11ad2061340dcb53c2 (adapt it !)
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& ChUsers\Administrator\Desktopi\PingCastle_2.5.1.0\PingCastle.exe

. PingCastle {Uersion 2.5.1.8>

fi-. Get Active Directory Security at B@x in 28x of the time

E@ > End of support: 7-31-/2820

EEE:

. Uincent LE TOUX <{contactl@pingcastle.com>
- https:/7vwi.pingcastle .com

lUsing interactive mode.

Do not forget that there are other command line switches like ——help that you ca

n use

llhat youw would like to do: export data. doing the report ? C(healthcheck/carto-ad

vanced/conso-nullzessionsscanner— default:healthcheck)

What scanner whould you like to run 7

localadmin

Enumerate the local adminis ors of a computer.
m=17-818

Check for the msi17-
rigger AU respo
replication

Gearch replication metadata for modification done in the past but recorded more
than 1 day after the supposed modification

share

List all shares published on a computer and determine if the share can bhe access
ed by anyone

=mh

vulnerability without exploiting it. Beware that it may t
hy closing the connection

Scan a computer and determiner the zmbh version availabhle. Also if SMB signing i=s
active.

startup

Get the last startup date of a computer. Can be used to determine if latest patc
hes have been applied.

Getting "CN={31B2F340-016D-11D2-945F-00C04FB984F9},CN=Policies,CN=System DC=test DC=mysmartlogon, DC=com’ metac

16 entries
AttiD

AttiD

Ver Loc.USN

N A S N A R Y

[+
Q.

o
N
)
&
©
w

Originating DSA

5708 b7fS8aab-eae1-419d-8acf-fd46f624cd9e
5708 b7fS8aab-cae1-419d-Bacf-fd461624cdSe
5708 b7fS8aab-eae1-419d-8acf-fd461624cdSe
5708 b7f58aab-eae1-419d-8acf-fd46f624cd9e
5708 b7fS8aab-eae1-419d-8acf-fd46f624cd9e
5708 b7fSBaab-cae1-419d-B8acf-fd45f524cdSe
5708 b7fS8aab-eae1-419d-8acf-fd461624cdSe
5708 b7f58aab-cae1-419d-8acf-fd461624cdSe
5708 b7fS8aab-eae1-419d-Bacf-fd461624cdSe
b7fS8aab-eae1-419d-8acf-fd45f624cd%e
5708 b7fS8aab-eae1-419d-8acf-fd461624cd9e
5708 b7fS8aab-eae1-419d-8acf-fd461624cdSe
5708 b7fS8aab-eae1-419d-Bacf-fd461624cdSe
5708 b7fS8aab-eae1-419d-8acf-fd46f624cdSe

3¢ S58aab-eae1-419d-3acf-fd46f624cdSe
tAfter 1e1-419d-8acf-fd46f624cd%e

b7f58aab-eae1-419d-8acf-fd46f624cdSe
b7fS8aab-eae1-419d-B8acf-fd46f624cdSe
b7f58aab-eae1-419d-8acf-fd46f624cd%e
b7 Refore 1-419d-8acf-fd46f624cd9e
7todpab-eael1-419d-8acf-fd461624cd9e
401507 b7fS8aab-eae1-419d-8acf-fd46f624cdSe

/

Org.USN Org

.Time/Date

5708 2012-0
5708 2012-0
5708 2012-0
5708 2012-0
5708 2012-0
5708 2012-0
5708 2012-0
5708 2012-0
5708 2012-0
278699 2016-0
5708 2012-0
5708 2012-0
5708 2012-0
5708 2012-0

3-03 19:12:59
3-03 19:12:59
3-03 19:12:59
3-03 19:12:59
3-03 19:12:58
3-03 19:12:59
3-03 19:12:59
3-03 19:12:59
3-03 19:12:59
8-29 19:11:30
3-03 19:12:59
3-03 19:12:59
3-03 19:12:59
3-03 19:12:59

5708 FZO0TZ-05-05 T19.12.59

91998 §2014-0

1-01 21:57:23

4089 2012-0
4089 2012
4099
91028
4099 "=y
401507 2018-0

2014-06-16 22:43:31

2-06 17:31:48

After

A
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* Impersonate the identity of a real
DC

e Scan AD with PingCastle
* Detect a DC with an Owner not

* Wait for its reboot © Domain admins
* Use the DC IP address on your hack * Reset the password of the DC
machine * Impersonate the DC and DCSync (=

Wait for connexions on local domain admin)
DCShadow —— ___ * Then DCSync DC old credential

e Change DNS record (= network attack)
e DCShadow the old credential

* Revert the network back (change DNS
record)
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.Q?J \“ 2 .
! al
IT'S SHOWTIME
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Maturity model largely inspired from CMMI
https://www.pingcastle.com/methodology/

active-directory-security-maturity-model/
*AD security *Presence of = Catch more
unpredictable «Presence of monitoring «Really start to skilled
security and hardening detect hackers
checks hackers
T T A
You know how You have the You « trv » to
« »
much AD & trusts budget to put You control the y. .
: : , ) detect mimikatz ;)
you have basic security Who logged into
measures the CEO

You control the
DC promotion
process

workstation’
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You need a parent's
permission
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* To all of you
* to try to understand our marvelous accent

e To all Infosec communities
* So many people to thank

* Skip Duckwall & Chris Campbell for my first BlackHat & Defcon

e VVincent for the second one!

Contacts:

e https://www.dcshadow.com

e http://blog.gentilkiwi.com / @gentilkiwi - benjamin@gentilkiwi.com

e https://www.mysmartlogon.com / @mysmartlogon - vincent.letoux@gmail.com



https://www.dcshadow.com/
http://blog.gentilkiwi.com/
mailto:benjamin@gentilkiwi.com
https://www.mysmartlogon.com/
mailto:vincent.letoux@gmail.com

