


Introduction 

The first image macro using the phrase was a PTSD Clarinet Boy 
derivative which read, "They told me I could be anything I wanted, 
so I became a God." The source image came from the single topic 
blog Awkward Family Photos in July of 2009. 

Domain Controller 

https://knowyourmeme.com/memes/single-topic-blogs
https://knowyourmeme.com/memes/single-topic-blogs


Benjamin DELPY / @gentilkiwi 

 

• French Central Bank (Banque de France) 
Research & Development Security Centre (CRDS) 

• Security Kiwi researcher at night 

 

AUTHOR OF MIMIKATZ 

• This little program that I wrote to learn C 

• And kekeo, for personal usage ;) 

• Not related to my real work (personnal dev.) 

 

Link: 

● http://github.com/gentilkiwi/ 
 

About us 
Vincent LE TOUX / @mysmartlogon 

 

• Head of CERT ENGIE 

• CEO of « My Smart Logon » (smart card & windows 
authentication) 

 

CONTRIBUTIONS  

• Author of Ping Castle (https://www.pingcastle.com) 

• (few) Contributions in Mimikatz 

• Smart card (GIDS applet, OpenSC, OpenPGP ….)  

 

Link: 

• https://github.com/vletoux/ 
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Warning 



Follow this little boy into its journey 



DCSync’s history 
My first badge 



Starting with AzureAD 

2014 
Question: How does Microsoft 
synchronize passwords to AzureAD ? 

• A tool named DirSync ; ancestor of FIM 
• Read or write to LDAP repository 
• Plugin aware and written in c# 

 
Just reverse the AzureAD plugin ! 



Computing AzureAD hashes 
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2014 
A POC code to retrieve NTLM hashes 

Get data via 
DrsGetNCChange 

C# code Compilled C dll 

Call « Do RPC call to 
DrsGetNCChange » 

Decrypt attribute 
589914 

Do SHA2(value) Basically the NTLM 
hash of the user 



DCSync is born 

2015 
A stand alone program, then a mimikatz feature 



Demo 
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I want to push ! 
My second badge 



Starting point 
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2017 
Question: Can we use password reset (and 
setting it back) for compromise ? 

Problem: we have only the former hash 
with DCSync ! 
 
Solution: use the NT4 SAM api 
implemented in lsadump::setntlm 
and lsadump::changentlm (not 
subject to complexity rules ) 
 
Side effect: supplementalCredentials 
(kerberos AES key removed ) 

We need more flexibility regarding the push 

Thanks to Andrew Robbins (@_wald0) 

https://github.com/vletoux/NTLMInjector 



Idea: support the « DCSync » call 
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1) Register as a server replica 

• Create the structure in 
CN=Configuration (LDAP + 
DrsAddEntry) 

• Add SPNs to the computer 
account 

2) Trigger the replication 

•  Waiting for connexion 
(playing with admin 
tools) 

•  ReplicaSync require a 
topology modification 

•  Well, ReplicaAdd does 
and triggers a replication 

No need to be a member of the « domain controller » group 

It’s only RTFM: ADTS & DRSR specifications (like in a Samba DC) 



Demo 
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Thanks to Victor Kerr (@victor_kerr) for the DCShadow name 



Having fun with replication 
My third badge 



What does your own DC? 
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a normal DC will push 

WITHOUT LOGGING  

 

Example: 

Change the primary group as 519 
(member of the Enterprise admin 
group) 

 

only a DC will prepare 

WITHOUT LOGGING 

 

Example:  

add the Enterprise admin 
group SID in the SIDHistory 
attribute 

 

are partial changes 

WITHOUT LOGGING 

 

Example: 

Pushing an HASH as the old 
password hash without 
changing the current HASH 
of the account nor the last 
password change date 

Push any changes that … 



Demo 
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All you need is love ;-) 

https://github.com/samratashok/nishang/blob/master/ActiveDirectory/Set-DCShadowPermissions.ps1 
https://www.labofapenetrationtester.com/2018/05/dcshadow-sacl.html 

… and a crazy Nikhil Mittal @nikhil_mitt  

You can modify ACL on the ActiveDirectory to allow non-domain admins to DCShadow 

Nikhil does not seem to love Logs 



Playing in GOD mode 
My fourth badge 



Creating object 

What differenciate a creation from 
an update ? 

 

• Basic push replication with: 
• WhenCreated 

• InstanceType = 4 (WRITE) 

 

• Has to respect mandatory 
schema attributes ! 
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What about deletion ? 



Object lifecycle 
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Physically deleted Recycled Deleted Live 

• For normal objects 

Traces exist up to one year after 

deletion ! 

Optional 

When object deletion date 
> delay 

See: msDS-
deletedObjectLifetime and 

tombstoneLifetime  



Lingering objects 
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Objects can be still present if the deletion is not propagated ! 

DC1 DC2 

Object is deleted Object is still present 

Lingering object liquidator 
https://www.microsoft.com/en-
us/download/details.aspx?id=56051 



Problem: the AD verify that the object was 
deleted for a certain time 

Understand: Creation Date > 

6 months 

Idea1: abuse the lingering liquidation 
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DCShadow DC1 DC2 

DC3 

DC4 

Step1: declare the object as lingering 
and remove it on 1 DC 

Step2: Use this DC as source to 
propage the change 



Object lifecycle 
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Physically deleted Recycled Deleted Live 

• For dynamic objects 

Removed after a predefined timeout ! 

When time > 
object TTL 



Idea2: change the object class 

26 

Transforming the object to dynamic 
MS-ADTS 6.1.7 DynamicObject Requirements 

No! 

Yes! 



Demo 
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Playing with AD metadata 
My fifth badge 



Why replication metadata ? 
Common problem: 

- Object A with different property values 
depending on the DC 

- Event logs 

 

You need to understand what did happened 
in the past 

- Is the value the latest one ? 

- Which DC did pushed the change ? 

- When did the change occurd ? 

 

Did you know debugging replication requires 
from MS support collection of lsass.exe 
dump ? 



Collect metadata 

Collect metadata 
via LDAP 

Collect metadata 
via RPC 



The history of a modification 

Human Internal 

Loc.USN  403166 403166 

Originating DSA Default-First-Site-Name\WIN-PGAHI2ECI8E b7f58aab-eae1-419d-8acf-fd46f624cd9e 

Org.USN 403153 403153 

Org.Time/Date 01/06/2013 12:23 01/06/2013 12:23 

 Version 26 26 

Attribute description d 

WHO ? 

Get DC name 

Get DC log or 
network 
connection to the 
DC at that time 

What 
kind of 
data ? 

When ? 
What 
value ? 

Pushed 
by the 
remote 
DC 

You can use this data to rebuilt the history without logs – good idea for forensics 



Playing with schema 
My sixth badge 



Updating schema 

• So you add a new mandatory 
attribute … 

 

 

 

 

• Remember « cruise ship unable 
to replicate » ? 

 



Tracking Schema changes 
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• To avoid schema conflict when replicating, a signature is added at each 
message 

• Signature changed at each schema update with version and DSA Guid of 
the DC + date of the change via replication 

MS-ADTS 3.1.1.2.1 

Remember who’s updating it? 



Detecting DCShadow 
« We are being hacked ! » 



Is DCShadow really undectable ? 

• Two key points: 
• Should workstations emit « DC 

like » traffic ? 

• Do you control DC promotion ? 

 

• In short: 
• Network traffic anomaly 

• Events relative to server replica, 
SPN… 



DC Promotion 

https://docs.microsoft.com/en-
us/previous-versions/windows/it-
pro/windows-server-2008-R2-and-
2008/dd941628(v=ws.10) 

Just monitor Directory Replica operations 



Via network 
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But the most important is to monitor RPC Opnum 3 (DRSGetNCChanges), because used in both DCSync & DCShadow! 

Check https://github.com/shellster/DCSYNCMonitor or some AV 

https://github.com/shellster/DCSYNCMonitor


Via DC Event log 

39 Check https://gist.github.com/gentilkiwi/dcc132457408cf11ad2061340dcb53c2 (adapt it !) 

https://gist.github.com/gentilkiwi/dcc132457408cf11ad2061340dcb53c2


Can you track past compromission ? 

Idea: track the Local USN (increasing after each modification) with the 

Origine Time/Date 



DC promotion needed? 

• Scan AD with PingCastle 
• Detect a DC with an Owner not 

Domain admins 
• Reset the password of the DC 
• Impersonate the DC and DCSync (= 

domain admin) 
• Then DCSync DC old credential 
• Change DNS record (= network attack) 
• DCShadow the old credential 
• Revert the network back (change DNS 

record) 

• Impersonate the identity of a real 
DC 

• Wait for its reboot  

• Use the DC IP address on your hack 
machine 

• Wait for connexions on local 
DCShadow 



Demo 

42 



Conclusion 
Maturity model largely inspired from CMMI 
https://www.pingcastle.com/methodology/
active-directory-security-maturity-model/ 

You « try » to 
detect mimikatz ;) 

You control the 
DC promotion 
process 

You control the 
‘Who logged into 
the CEO 
workstation’ 

You have the 
budget to put 
basic security 
measures 

You know how 
much AD & trusts 
you have 

Can you detect mimikatz when you don’t even know how much AD you have ? 



Conclusion 

Don’t try it at home on production environments ! 

(bad guys will, but you’re not one of them, isn’t it ?) 



Thank you ! 
• To all of you 

• to try to understand our marvelous accent 
 

• To all Infosec communities 
• So many people to thank 

 

• Skip Duckwall & Chris Campbell for my first BlackHat & Defcon 
• Vincent for the second one! 

 

Contacts: 

• https://www.dcshadow.com 

• http://blog.gentilkiwi.com / @gentilkiwi - benjamin@gentilkiwi.com 

• https://www.mysmartlogon.com / @mysmartlogon - vincent.letoux@gmail.com 

https://www.dcshadow.com/
http://blog.gentilkiwi.com/
mailto:benjamin@gentilkiwi.com
https://www.mysmartlogon.com/
mailto:vincent.letoux@gmail.com

